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(54) DIGITAL COPY CONTROL METHOD, AND DEVICE USING THE METHOD 
(57)Abstract: 

PROBLEM TO BE SOLVED: To clearly decide whether or not a digital recording 
medium is a authorized one by discriminating it with the presence of copy control 
information, electronic watermark information and error information of a specified 
pattern, reproducing only the data of authorized disks and recording only the proper 
data. 



SOLUTION: A player 1 executes mutual certification processing of whether or not 
respective equipments are operated as an intention of a contents former between a 
display device 2 and a recorder 3 prior to reproduce a DVD. The certification with a 
limit using a common key is formed between the player 1 and the recorder 3, and only 
the recordable and reproducible contents are data transferred. The data on a bus 7 
are ciphered so that the data transfer is validated only between the certified 
equipments. Further, the player 1 verifies whether or nor the DVD 8 to be reproduced 
is a legal medium by three kinds of information recorded on the DVD 8, that is, the 
copy control information, the electronic watermark information and the error 
information of the specified pattern. 
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CLAIMS 



[Claim(s)] 

[Claim 1] Two or more digital devices are connected through a bus, and perform 
authentication processing mutually between these digital devices, and the interface 
with which transmission and reception of digital data are performed only between the 
attested devices is minded. It faces transmitting the digital data from a digital 
recording medium to a receiving-side device from a transmitting-side device. A 
transmitting-side device and a receiving-side device So that a disapproval copy may 
be prevented based on the contents of the copy management information for the copy 
limit included in said digital data In the digital copy control approach of performing 
playback of the transmitting-side device concerned and a receiving-side device, and a 
limit of record actuation of operation Said copy management information which shows 
a copy restriction level is added to parts other than an image and/or voice among the 
Maine data recorded on said digital recording medium. Moreover, while adding 
digital-watermarking information to the parts of an image and/or voice among said 
Maine data The error information of a specific pattern is intentionally added to record 
data after adding an error correction code to said Maine data. The justification of the 
digital recording medium reproduced by said transmitting-side device is identified by 
the existence of said copy management information, digital-watermarking information, 
and the error information of a specific pattern. The digital copy control approach 
characterized by only for the data of a just digital recording medium performing the 
playback, and only suitable data recording them. 

[Claim 2] In the digital recording medium by which it comes to record the Maine data 
playback or in order to record separately to said Maine data The copy management 
information rewritten so that said copy restriction level may be strengthened by the 
digital copy, when restricting a digital copy, while a copy restriction level is shown in 
parts other than an image and/or voice is contained. The digital-watermarking 
information which is not rewritten by the digital copy, either is included in parts other 
than an image and/or voice in the condition in which read-out outside is possible. 
Moreover, besides said Maine data The medium mark which is not read outside is 
added. These copy management information, digital-watermarking information, and a 
medium mark The digital recording medium characterized by being constituted so that 
the medium playback management and medium copy management by the side of the 
implementer of said Maine data to mean may be made with the combination of the 
contents of these three kinds of information. 

[Claim 3] A watermark information addition means to add the digital-watermarking 
information which does not spoil the description to original data, A copy management 
information addition means to add the copy management information for restricting a 
copy to original data, An error correction code generation means to generate an error 
correction code from the Maine data with which said digital-watermarking information 
and copy management information were added to original data, and to add, Digital 



recording medium production equipment characterized by having an error addition 
means to add the error of a specific pattern to the data to which the error correction 
code was added with this error correction code generation means as a medium mark. 
[Claim 4] The interface with which authentication processing is mutually performed 
among two or more digital devices connected through the bus, and transmission and 
reception of digital data are performed only between the attested devices is minded. 
In the digital regenerative apparatus used as said transmitting-side device of the 
system which transmits digital data to a receiving-side device from a 
transmitting-side device The read-out means which reads record data from a digital 
recording medium, and the error detection correction means which extracts an error 
correction code from the read-out data read with this read-out means, and carries 
out detection correction of the error of read-out data based on this error correction 
code, A specific pattern error detection means to detect that the error detected with 
this error detection correction means is a specific pattern, An output means to output 
the data by which the error correction was carried out with said error detection 
correction means to said bus with the gestalt of the digital information suitable for the 
specification of said interface, A copy management information judging means to 
identify and judge the copy management information for restricting the digital copy 
included in said data by which the error correction was carried out, It has a 
digital-watermarking information judging means to identify and judge the 
digital-watermarking information which shows a copy restriction level from said data 
by which the error correction was carried out. Based on the detection result of said 
specific pattern error detection means, said digital recording medium judges an 
original medium or a copy medium. This judgment result, The digital regenerative 
apparatus characterized by being based on the judgment result in said copy 
management information judging means and said digital-watermarking information 
judging means, and permitting or forbidding playback of the data of said 
transmitting-side device. 

[Claim 5] Said copy management information judging means discriminates a copy 
free-lancer and three kinds of copy restriction levels of that an one-generation copy 
is possible or the ban on a copy from said copy management information. Said 
digital-watermarking information judging means A copy free-lancer or two kinds of 
copy restriction levels of the ban on a copy are discriminated from said 
digital-watermarking information. Said specific pattern error detection means The 
digital regenerative apparatus according to claim 4 characterized by identifying the 
existence of the error of said specific pattern, judging whether it is the disk recorded 
on normal from the discernment result in each [ these ] means, and playing only the 
disk of normal. 

[Claim 6] The digital regenerative apparatus according to claim 5 characterized by 
performing playback actuation when the error of a specific pattern is detected by said 



specific pattern error detection means, and it is judged with an one-generation copy 
being possible with a copy management information judging means and it is judged with 
digital-watermarking information being the ban on a copy with a digital-watermarking 
information judging means. 

[Claim 7] By the case where the error of a specific pattern is detected by said 
specific pattern error detection means, and the judgment result of said copy 
management information judging means and said digital-watermarking information 
judging means When it is the contents which carry out phase conflict except for the 
case where an one-generation copy of copy management information is possible, and 
digital-watermarking information serves as a ban on a copy, Or the digital regenerative 
apparatus according to claim 4 or 5 characterized by not reproducing when the error 
of a specific pattern is detected by the error detection means of said specific pattern, 
and when said digital-watermarking information is not able to be detected. 
[Claim 8] The digital regenerative apparatus according to claim 4 or 5 characterized 
by not reproducing when the error of a specific pattern is not detected by the error 
detection means of said specific pattern, and when the judgment results of said copy 
management information judging means and said digital-watermarking information 
judging means differ. 

[Claim 9] The interface with which authentication processing is mutually performed 
among two or more digital devices connected through the bus, and transmission and 
reception of digital data are performed only between the attested devices is minded. 
In the digital recording equipment used as said receiving-side device of the system 
which transmits digital data to a receiving-side device from a transmitting-side device 
While a copy free-lancer, and that an one-generation copy is possible or said copy 
management information which shows three kinds of copy restriction levels of the ban 
on a copy is added to parts other than an image and/or voice An one-generation copy 
of an image, and/or that a copy is possible into an audio part or the copy management 
information which receives the digital data with which two kinds of 
digital-watermarking information on the ban on a copy was added and which was 
received and identified is possible. And it is digital recording equipment characterized 
by recording digital-watermarking information as it is when the identified 
digital-watermarking information is the ban on a copy, and rewriting and recording only 
copy management information on the ban on a copy. 

[Claim 10] The device constituted possible [ an output ] as an analog signal through 
said interface by said attested device in the digital data contents recorded on the 
digital recording medium, And the device constituted possible [ record to a new digital 
recording medium ] through said interface in the data contents inputted with an analog 
signal is included. In case all the these-attested devices carry out digital recording of 
the data contents supplied with an analog signal or a digital signal to a digital recording 
medium While being constituted so that the electronic authentication signature data 



which can be attested only between the attested devices concerned may be recorded 
on the medium concerned in addition to data contents In case the digital data 
contents recorded on the digital recording medium are reproduced The digital copy 
control approach according to claim 1 characterized by being controlled to reproduce 
the digital data contents of the medium concerned only when it is detected and 
attested whether the electronic authentication signature data which can be attested 
only between said attested devices exist on the medium concerned. 
[Claim 1 1] The digital recording medium according to claim 2 by which the electronic 
authentication signature data which can be attested only between the attested 
devices are characterized by the thing which it comes to record further. 
[Claim 12] It is the digital regenerative apparatus according to claim 4 characterized 
by having further a means to forbid playback of data when electronic authentication 
signature data are not attested with a means to detect the electronic authentication 
signature data which can be attested only between the attested devices. 
[Claim 13] Said some of attested devices [ at least ] are constituted possible [ an 
output ] as an analog signal through said interface in the digital data contents 
recorded on the digital recording medium. In case digital recording of the data 
contents supplied with these analog signals is carried out to a digital recording 
medium Digital recording equipment according to claim 9 characterized by being 
constituted so that the electronic authentication signature data which can be 
attested only between the attested devices concerned may be recorded on the 
medium concerned in addition to data contents. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Accepting especially a digital copy restrictively about the 
digital copy control approach in the system to which digital devices, such as a DVD 
(digital video disc) record regenerative apparatus, a digital video tape recorder, and 
digital one TV, were connected through the interface equipped with the mutual 
recognition function, this invention relates to the digital copy control approach and 



the equipment using it in order to prevent effectively the disapproval copy which a 

data production person does not mean. 

[0002] 

[Description of the Prior Art] Before, digital recording playback devices, such as 
optical disk regenerative apparatus, such as DVD, and digital one TV, a digital video 
tape recorder, are mutually connected through the IEEE1394 bus which is an 
intelligent interface, and the system which transmits and receives the contents of an 
image or music between these digital devices is proposed. A user can prevent carrying 
out the disapproval copy which the production person of an image and a music 
content does not mean by checking whether it is that to which each device operates 
as an intention of a contents implementer, and forbidding a data transfer in this 
system, if it is the device which does not operate as an intention in case digital data is 
transmitted and received by devices. 

[0003] In the digital Maine data transmitted, the copy management information called 
CCI (Copy Control Information) is contained. CCI consists of 2 bits, freely, a copy 
good and "10" show a copy good, and "11" shows [ "00" ] a copy failure only once. 
[0004] When transmitting digital data, a transmitting-side device checks whether it is 
that to which a receiving-side device operates as an intention of a contents 
implementer on an IEEE1394 bus while checking the copy restriction level of contents 
by CCI first. If full authentication of a receiving-side device and the transmitting-side 
device is carried out, contents will be enciphered and transmitted from a 
transmitting-side device. In this case, when the CCI information on the contents from 
a transmitting-side device is "10", and when a receiving-side device is a sound 
recorder machine, CCI is rewritten and recorded on "11" after a copy. Future copies 
will be forbidden by this and a time cost copy will be realized. 

[0005] On the other hand, the method using the digital-watermarking information 
called a watermark is also proposed as an option for preventing the disapproval copy 
of a digital visual equipment. This method is spaced through the place which is not 
[ wave / image ] conspicuous, the direct guide peg of the information is carried out, or 
is spaced through the specific frequency component of the frequency-conversion 
information on the HARASHIN number, and embeds information. By giving information 
that a copy is possible / improper to this watermark, assignment of C etc. is freely 
attained by only a copy good and playback 
[0006] 

[Problem(s) to be Solved by the Invention] However, the conventional copy control 
approach using CCI enables it comparatively simply to rewrite "10" to "00" (for a 
copy to be freely possible) by the actuation which is 2 bits, in case CCI is rewritten by 
the receiving-side device from "10" (a copy is possible once) to "11" (a copy is 
impossible). For this reason, there is a problem that a disapproval copy is easy. 
[0007] Moreover, since watermark information is distributed by the comparatively 



large range concerning the image and voice in the Maine data, the approach of using a 
watermark cannot rewrite this easily by the receiving-side device. If it is going to 
rewrite this on user level, it must have a quite large-scale circuit. For this reason, it is 
effective in that a disapproval copy is prevented rather than CCI. However, since 
rewriting of a watermark cannot be performed simply, it cannot take easily the mode 
of rewriting a flag like [ at the time of using CCI conversely ], and permitting a copy 
only once. 

[0008] This invention was made in view of such a trouble, and it aims at offering the 
equipment using the digital copy control approach and it which can prevent more 
effectively the digital copy which is not permitted, making possible the mode which 
restricts a copy. 
[0009] 

[Means for Solving the Problem] The digital copy control approach concerning this 
invention Two or more digital devices are connected through a bus, and perform 
authentication processing mutually between these digital devices, and the interface 
with which transmission and reception of digital data are performed only between the 
attested devices is minded. It faces transmitting the digital data from a digital 
recording medium to a receiving-side device from a transmitting-side device. A 
transmitting-side device and a receiving-side device So that a disapproval copy may 
be prevented based on the contents of the copy management information for the copy 
limit included in said digital data In what performs playback of the transmitting-side 
device concerned and a receiving-side device, and a limit of record actuation of 
operation Said copy management information which shows a copy restriction level is 
added to parts other than an image and/or voice among the Maine data recorded on 
said digital recording medium. Moreover, while adding digital-watermarking information 
to the parts of an image and/or voice among said Maine data The error information of 
a specific pattern is intentionally added to record data after adding an error correction 
code to said Maine data. It is characterized by identifying the justification of the digital 
recording medium reproduced by said transmitting-side device by the existence of 
said copy management information, digital-watermarking information, and the error 
information of a specific pattern, and only for just disc data performing the playback, 
and recording only suitable data. 

[0010] To said Maine data of the digital recording medium concerning this invention 
The copy management information rewritten so that said copy restriction level may be 
strengthened by the digital copy, when restricting a digital copy, while a copy 
restriction level is shown in parts other than an image and/or voice is contained. The 
digital-watermarking information which is not rewritten by the digital copy, either is 
included in parts other than an image and/or voice in the condition in which read-out 
outside is possible. Moreover, besides said Maine data The medium mark which is not 
read outside is added. These copy management information, digital-watermarking 



information, and a medium mark It is characterized by being constituted so that the 
medium playback management and medium copy management by the side of the 
implementer of said Maine data to mean may be made with the combination of the 
contents of these three kinds of information. 

[001 1] The digital recording medium production equipment concerning this invention A 
watermark information addition means to add the digital-watermarking information 
which does not spoil the description to original data, A copy management information 
addition means to add the copy management information for restricting a copy to 
original data, An error correction code generation means to generate an error 
correction code from the Maine data with which said digital-watermarking information 
and copy management information were added to original data, and to add, It is 
characterized by having an error addition means to add the error of a specific pattern 
to the data to which the error correction code was added with this error correction 
code generation means as a medium mark. 

[0012] Moreover, the interface with which authentication processing is mutually 
performed among two or more digital devices connected through the bus, and 
transmission and reception of digital data are performed only between the attested 
devices is minded. The digital regenerative apparatus concerning this invention used 
as said transmitting-side device of the system which transmits digital data to a 
receiving-side device from a transmitting-side device The read-out means which 
reads record data from a digital recording medium, and the error detection correction 
means which carries out detection correction of the error of the read-out data read 
with this read-out means, A specific pattern detection means to detect that the error 
detected with this error detection correction means is a specific pattern, An output 
means to output the data by which the error correction was carried out with said error 
correction means to said bus with the gestalt of the digital information suitable for the 
specification of said interface, A copy management information judging means to 
identify and judge the copy management information for restricting the digital copy 
included in said data by which the error correction was carried out, It has a 
digital-watermarking information judging means to identify and judge the 
digital-watermarking information which shows a copy restriction level from said data 
by which the error correction was carried out. Based on the detection result of the 
error detection means of said specific pattern, said digital recording medium judges an 
original medium or a copy medium. This judgment result, By the judgment result in said 
copy management information judging means and said digital-watermarking 
information judging means, it is characterized by performing activation or prohibition 
of playback actuation. 

[0013] In one concrete mode of this invention, as information currently recorded into 
the record medium Said copy management information has either condition of a copy 
free-lancer and three kinds of copy restriction levels of that an one-generation copy 



is possible or the ban on a copy. Said digital-watermarking information takes either a 
copy free-lancer or two kinds of copy restriction levels of the ban on a copy. It is 
characterized by enabling it to identify the disk of normal, as the condition of whether 
it is related with the error of said added specific pattern or there is nothing is taken 
and it can judge whether it is the disk recorded on normal in the combination of each 
[ these ] signal. 

[0014] In other concrete modes of this invention, when the error of a specific pattern 
is detected by said specific pattern detection means, and it is judged with an 
one-generation copy being possible with a copy management information judging 
means and it is judged with digital-watermarking information being the ban on a copy 
with a digital-watermarking information judging means, it is characterized by 
performing playback actuation. 

[0015] In the concrete mode of further others of this invention, by the case where the 
error of a specific pattern is detected by said specific pattern detection means, and 
the judgment result of said copy management information judging means and said 
digital-watermarking information judging means When it is the contents which carry 
out phase conflict except for the case where an one-generation copy of copy 
management information is possible, and digital-watermarking information serves as a 
ban on a copy, Or when the error of a specific pattern is detected by said specific 
pattern error detection means, and when said digital-watermarking information is not 
able to be detected, it is characterized by not reproducing. 

[0016] In the concrete mode of further others of this invention, when the error of a 
specific pattern is not detected by said specific pattern error detection means, and 
when the judgment results of said copy management information judging means and 
said digital-watermarking information judging means differ, it is characterized by not 
reproducing. 

[0017] Furthermore, the digital recording equipment concerning this invention The 
interface with which authentication processing is mutually performed among two or 
more digital devices connected through the bus, and transmission and reception of 
digital data are performed only between the attested devices is minded. In the digital 
recording equipment used as said receiving-side device of the system which transmits 
digital data to a receiving-side device from a transmitting-side device While a copy 
free-lancer, and that an one-generation copy is possible or said copy management 
information which shows three kinds of copy restriction levels of the ban on a copy is 
added to parts other than an image and/or voice An one-generation copy of an image, 
and/ or that a copy is possible into an audio part or the copy management information 
which receives the digital data with which two kinds of digital-watermarking 
information on the ban on a copy was added and which was received and identified is 
possible. And when the identified digital-watermarking information is the ban on a 
copy, it is characterized by recording digital-watermarking information as it is, and 



rewriting and recording only copy management information on the ban on a copy. 
[0018] According to this invention, the justification of a digital recording medium is 
judged using three kinds of information. The 1st information is the copy management 
information which shows the copy restriction level contained in parts an image and 
other than voice among the Maine data, and when restricting a digital copy, if copied, it 
will be rewritten so that a copy restriction level may be strengthened. The 2nd 
information is the digital-watermarking information which is similarly included in the 
parts of an image and voice among the Maine data, and shows a copy restriction level, 
this information is not rewritten even if a digital copy is carried out, and rewriting is 
very difficult. The 3rd information is the error information (it is hereafter called a 
medium mark) of the specific pattern intentionally added to the data after an error 
correction, and since it is added out of the Maine data, this information is not included 
in the Maine data reproduced from the record medium, but if a digital copy is carried 
out, it will disappear. 

[0019] Thus, since three information has a property different, respectively, it can 
judge in a detail whether it is that to which the digital recording medium was justly 
copied by the condition of these three information. That is, first, since it will disappear 
if the digital copy of the medium mark is carried out once, it can judge an original 
medium or a copy medium by the existence of a medium mark. Moreover, although 
both copy management information and digital-watermarking information show a copy 
restriction level, freely, in the case of the medium for which a digital copy is good, only 
the combination of each of copy management information and digital-watermarking 
information which shows copy C freely is effective, and since others may have been 
rewritten without copy management information passing through processing of normal, 
the medium by which a medium mark is not detected can be recognized to be the 
medium which is not just. Moreover, when copy management information and 
digital-watermarking information must show a copy restriction level when [ both ] it 
permits a copy under a certain limit, and either shows copy C freely, this is also the 
medium which is not just. Furthermore, when each of copy management information 
and digital-watermarking information shows a predetermined copy restriction level, 
only copy management information is rewritten by the copy, but even if it is 
intentionally rewritten at this time so that copy management information may fall or 
present condition maintain a copy restriction level, this is recognized by 
disappearance of a medium mark and it can judge with it being the medium which is 
not just. 

[0020] Since a transmitting-side device forbids playback of digital data when it is 
presumed by the transmitting-side device as a result of such a judgment that it is the 
medium which is not just, the medium can perform neither playback nor record, but, 
thereby, can prevent a disapproval copy effectively. Moreover, since digital data is 
transmitted to the attested receiving-side device so that it may become possible 



[ only playback ] possible [ record playback ] according to the copy restriction level 
when it has been recognized as a transmitting-side device being a just medium, the 
digital copy under the restricted conditions is also attained. 

[0021] Moreover, it attests only between the devices these-attested also when it was 
possible to carry out digital recording via an analog signal between the attested 
devices, and ******** electronic authentication signature data are recorded with 
digital data contents, and if playback of data contents is permitted only when this 
authentication is materialized further in addition to the recognition technique 
mentioned above, the disapproval copy of the data contents itself can be prevented 
more certainly. 
[0022] 

[Embodiment of the Invention] Hereafter, the gestalt of desirable implementation of 
this invention is explained with reference to a drawing. Drawing 1 is the block diagram 
showing the digital data transceiver structure of a system concerning one example of 
this invention. The DVD player 1 which is a transmitting-side device, and the display 
unit 2 and the DVD recorder 3 which is a receiving-side device are mutually 
connected through each interfaces 4, 5, and 6 and bus 7 based on an IEEE1394 
specification. The DVD player 1 transmits the digital data which reproduced DVD8 
with which the image and the music content used as the transmitting source were 
recorded, and was obtained to a display 2 and a recorder 3 through a bus 7. A recorder 
3 records the digital data which restricted when it was the digital data with which the 
digital copy is permitted, and was received on DVD9. 

[0023] A player 1 performs [ whether it is the device by which each / these / device 
operates between a display unit 2 and a recorder 3 as an intention of a contents 
implementer, and ] mutual recognition processing in advance of playback of DVD8. 
Since there is no record function in a display unit 2, the full authentication which used 
the public key is materialized between players 1. In this case, data will be transmitted 
if the contents to which record is forbidden are also reproducible. Between a player 1 
and a recorder 3, the authentication with a limit which used the common key is 
materialized. In this case, data transfer only of the contents for which record and 
playback are also good is carried out. The data on a bus 7 are enciphered so that data 
transfer may become effective only between the attested devices. 
[0024] Moreover, a player 1 verifies whether DVD8 which it is going to reproduce is a 
just medium by three kinds of information currently recorded on DVD8, i.e., CCI, (copy 
management information), the watermark (digital-watermarking information), and the 
media mark (medium mark: error information of a specific pattern). 
[0025] Drawing 2 is the block diagram showing the configuration of the original 
recording production equipment which produces the original recording of DVD with 
which these information was added. The HARASHIN number which should be recorded 
is the watermark adjunct 11, and embeds a watermark at the part into which the 



HARASHIN number is not conspicuous, for example, the big part of a brightness 
difference with a masking effect etc. Moreover, you may make it a watermark embed 
the HARASHIN number in the specific frequency of the signal which carried out the 
Fourier transform. Although compression coding of the signal with which the 
watermark was embedded is carried out by the encoder 12, it is either of the 
processes so far, and 2-bit CCI which a production person means is added by the CCI 
addition means which the interior does not illustrate. Here, CCI is added with the 
encoder 12. Next, after ID and an error detection code are added by the ID/EDC 
adjunct 13, an error correction code is added in the ECC generation section 14. The 
data with which the error correction code was added can be borne at about 1% of 
reading error. Here, the error information of a specific pattern is added to extent 
which does not exceed such an error rate as a media mark with the error addition 
means 15. That is, a bit error is produced intentionally. The pattern or the pattern on a 
frequency shaft on a time-axis is sufficient as a media mark. The data with which the 
media mark was added are the eight-to-fourteen modulation section 16, and 8->16 
(DVD) or 8->14 (CD) modulation of them is carried out, and they are recorded on the 
original recording disk 18 by the record driver 17. DVD produced by this original 
recording 18 serves as the original version. 

[0026] Drawing 3 is the block diagram showing the detail of the player 1 of drawing 1 . 
After the record data recorded on DVD8 being read by the read head 21 and getting 
over in the EFM recovery section 22, error correction processing is made in the ECC 
recovery section 23. The media mark detection section 24 searches for the inclination 
of the error pattern in the ECC recovery section 23 by a correlation operation etc., 
and when the error has occurred by the specific pattern decided beforehand, it judges 
with those with a media mark. The output from the media mark detection section 24 is 
supplied to the output-control section 26. The data to which it restored in the ECC 
recovery section 23 are supplied to a decoder 25 through the CCI judging section 28 
and the watermark judging section 27. The watermark judging section 27 and the CCI 
judging section 28 judge the watermark extracted, respectively and CCI, and output a 
judgment result to the output-control section 26. In addition, you may make it judge in 
but [ not in signal decode processing ] the front, or the back depending on recording 
methods, such as a watermark. The output-control section 26 is controlled to supply 
the Maine data which contain a watermark and CCI from a decoder 25 and which 
should be transmitted to I/F29, when it is judged from the judgment result of the 
detection output of the media mark detection section 24, the watermark judging 
section 27, and the CCI judging section 28 that data transmission is possible. 
Moreover, in forbidding playback of a player, it controls the playback control section 
31 if needed. And when data are supplied to I/F29, the Maine data which should be 
transmitted are changed into the fixed bit rate based on IEEE1394, and are outputted 
on a bus 7. 



[0027] Since it is in the condition which a recorder 3 can copy on the other hand when 
the Maine data have been transmitted, the digital copy of this is carried out, but when 
copy C is shown only under the limit with the watermark contained in the Maine data, 
and CCI, it rewrites so that a restriction level may go up CCI to a copy and 
coincidence. 

[0028] Drawing 4 is the table showing good/failure of the media mark and watermark 
which the output-control section 26 judges, CCI and playback, and record. Since the 
media mark is not included in the Maine data which should be transmitted as 
mentioned above, it does not exist in a copy disk. Moreover, naturally it is not 
contained in the old disk of DVD or CD. For this reason, the disk with which a media 
mark exists can be judged to be an original disk, and the disk not existing can be 
judged to be a copy disk or the old disk. 

[0029] A watermark is set as "11", when restricting "00" and a copy, in permitting a 
copy freely. CCI presupposes freely that a copy is impossible at a copy good and "11" 
only once by "00" a copy good and "10." When a watermark does not exist, since it is 
the old disk, the combination of those with a media mark is contradictory without a 
watermark. Therefore, it considers as an invalid (it is not just) irrespective of the 
pattern of CCI in this case. Moreover, when there are not both a media mark and a 
watermark, since it is the old disk, let only copy C (10) and playback be C (11) only 
copy C (00) and once freely according to CCI. 

[0030] When both a watermark and CCI are 00 , since a copy is good, record and 
playback are freely permitted irrespective of the existence of a media mark. However, 
since conflict arises when a watermark is [ CCI ] "10" or "1 1" in "00", it thinks that 
intentional bit manipulation was made and considers as the disk which is not just. 
[0031] Since it is a copy with a limit when a watermark is "1 1", CCI is set to "10" or 
"11." Therefore, when CCI is "00", it is dealt with with the disk which is not just. 
Since only 1 time must be an original disk at the time of copy C (10), only when there 
is a media mark, it is effective, and CCI judges with the disk which rewrote CCI 
intentionally and carried out it and which is not just, when there is nothing. Since it is 
the ban on a copy when CCI is "11", only playback is made good. 
[0032] Since neither playback nor record is permitted when it judges that DVD8 is the 
disk which is not just by the above decision, a player 1 does not transmit the Maine 
data to a display unit 2 and a recorder 3. Moreover, when only playback is judged to be 
good, the Maine data are transmitted to a display unit 2 and a recorder 3, but since the 
data has CCI only with playback, the recorder 3 which is the configuration that 
authentication can be received does not perform record actuation. 
[0033] In addition, the view of this playback and propriety control of record agrees not 
only to the digital data transmission system shown in the example but to the system 
of digital playback / record device by transmission using the analog signal which 
existed from the former well. For example, since a watermark is put in when an analog 



input is used as the input source, as shown in drawing 4 , if it considers in that case 
that media mark nothing and CCI apply to a watermark, it can process like this 
invention. Moreover, if it regards as those with a media mark with the registered digital 
broadcast wave being receivable in inputting a digital broadcast wave, since a next 
watermark and CCI can also be given satisfactory at all, it can process like this 
invention. 

[0034] Moreover, two or more digital devices which were explained previously are 
connected through a bus. Even if it is a digital data transmission system through the 
interface with which authentication processing is mutually performed between these 
digital devices, and transmission and reception of digital data are performed only 
between the attested devices If recorded on a just medium, that voice and/or the 
contents of playback of an image can be outputted as an analog signal, and possibility 
that digital recording will be again carried out to another record medium about this 
output using the device or the illegal device of not attesting other than the attested 
device remains. Such a record medium in an authentication device system as the 
medium of the old system without a watermark or a media mark — not recognizing, if 
it does not obtain but it is recorded that a copy free-lancer or an one-generation 
copy of the CCI is still more nearly possible When this medium is carried in between 
authentication device systems once again, not to mention playback, based on CCI for 
which an one-generation copy is good, a copy medium will be again created with the 
authentication device system itself, and a just medium may be made from the medium 
which is not just. Of course, forbidding analog output entirely cannot be carried out, 
and also giving encryption (encryption) to analog output and including a decryption 
circuit in all the image display units that are in all playback side devices in the world 
cannot be realized in practice, either. 

[0035] What is necessary is just to constitute so that additional use of the electronic 
authentication signature data which can be recognized only between these 
authentication device systems in the record and/or playback actuation in the attested 
device may be carried out in order to prevent from reproducing the medium which was 
created using such a non-attesting device and which is not just by the attested 
device. This becomes possible [ whether it is what the record data of that medium 
were justly recorded on within the authentication device system being able to check, 
and controlling activation of playback and/or record actuation by this electronic 
authentication signature on it ] between authentication device systems, therefore, 
even if it is going to reproduce the medium data which were recorded using the 
non-attesting device and which are not just by the device of either of the 
authentication device systems, the electronic authentication signature which should 
be performed between authentication device systems does not exist, or the 
authentication result of an electronic authentication signature becomes abortive, and 
Use of the medium which is not just can preventing-**** by being made to perform 



playback actuation in this case . 

[0036] Although various data encryption methods can be used about generation and 
authentication of an electronic authentication signature, the example using what 
applied for example, the public-key-encryption-ized method here is explained. A RSA 
(Rivest, Shamir, Adleman) code typical as a public-key-encryption-ized method sets 
the basis of safety to the difficulty of a large number of factorization in prime numbers, 
and performs encryption/decryption processing by count of a exponentiation 
remainder. An encryption procedure is expressed with "the C=E(M) = (e~th power of 
M) remainder n", and a decryption procedure is expressed with "M=D(C) = (d~th 
power of C) remainder n." Here, M is a plaintext and C is a cipher, e, n, and the 
decryption key of an encryption key are d and n, and the encryption key e and the 
common key n are exhibited, and make the decryption key d secret. The decision of 
Keys e, d, and n is made in the following procedure. (1) Choose the two big prime 
factors p and q as arbitration, and consider as n=pq. The least common multiple L of 
(2), (p-1), and (q-1) is calculated, it is as relatively prime as L and the integer e of 
arbitration smaller than L is searched for. (3) Ask for d which fills the ed=1 remainder 
L In this way, as for the selected values e, d, and n, "remainder (ed ** of M) n=M" is 
materialized to all the plaintexts M. Although a decode person has to know the 
decryption key d to decode Cipher C, for that purpose, and (p-1) (q-1) needs to get to 
know the secret prime factors p and q, and it is necessary to calculate "the 1st [ -] 
power remainder L of d=e" from the least common multiple L and a public key e, and 
to ask for a private key d. Since a public key n is the product of the prime factors p 
and q, it does not become a code for the integer which is extent which can carry out 
factorization in prime numbers of the public key n easily. Then, p and q are usually 
made into 100-figure each (decimal number) extent, and the public key n is made into 
about 200 figures. If it carries out like this, even if it uses a 1000MIPS computer, it will 
become this calculation to factorization in prime numbers for millions years, and 
decode is substantially impossible. 

[0037] Actuation of the device in a concrete authentication device system is 
explained. The common key n is first memorized beforehand by each device in an 
authentication device system. In case these devices are written in through the data 
contents which should be recorded, within a device, they encipher the contents which 
combined the device recognition ID of self, and the proper ID of the contents which 
should be recorded with the encryption key e currently exhibited, create them as data 
of an electronic authentication signature, and are recorded on a medium with the data 
contents which should record this. Only when it decrypts using a common key and an 
external secret secret decryption key, and it confirms Device ID and data content ID, 
in operating this medium by the device of either of the authentication device systems, 
and being just is admited, it controls to reproduce this. If this data medium is recorded 
by the non-attesting device, there are no data of an electronic authentication 



signature, or it will become the thing (the specific encryption which is common 
between authentication device systems is not made) of decryption impossible, it will 
have, and this will not be accepted to be a just medium, and such data contents will 
not be reproduced. 
[0038] 

[Effect of the Invention] According to this invention, as stated above, it can judge 
clearly whether it is what has a just digital recording medium by combining the 
information on three kinds of different properties, and the effectiveness that the 
digital copy which is not just can be prevented more effectively is done so, making 
possible the mode which restricts a copy by this. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram of the digital data transmission system concerning 
one example of this invention. 

[Drawing 2] It is the block diagram of the original recording production equipment of 
the disk which applied this invention. 

[Drawing 3] It is the detail block diagram of the player of the system of drawing 1 . 
[Drawing 4] It is drawing showing the good/improper correspondence relation between 
three kinds of information used by this invention, record, and playback. 
[Description of Notations] 

1 [ — An interface, 7 / — Bus. ] — A player, 2 — A display unit, 3 — A recorder, 4, 5, 
6 
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